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ABSTRACT 

Background: Pharmacovigilance, materiovigilance, and biovigilance are essential components of healthcare safety surveillance. 
Traditional systems face increasing challenges in managing the growing volume and complexity of safety data globally. Artificial 
intelligence (AI) and machine learning (ML) offer significant potential to enhance signal detection, automate data processing, and 
generate actionable real-world evidence. 

Objective: This review synthesises current evidence on AI applications in pharmacovigilance, drug repurposing, materiovigilance, and 
biovigilance, with a focus on implementation within the Indian healthcare system and the unique challenges confronting low- and 
middle-income countries (LMICs). 

Key Findings: AI-driven signal detection outperforms traditional statistical methods. India's pharmacovigilance programmes, though 
expanded to over 1,120 Adverse Drug Reaction (ADR) monitoring centres, continue to face systemic challenges related to 
underreporting, data interoperability, and workforce capacity. The Ayushman Bharat Digital Mission (ABDM) presents a strategic 
platform for transformative improvement. 

Indian Perspective: Strengthening India's pharmacovigilance infrastructure is critical to address persistent challenges, including an 
estimated ADR reporting rate of 2–5% of serious events and limited integration of AI-based analytics. The Central Drugs Standard 
Control Organisation (CDSCO) requires a modernised regulatory framework to facilitate AI-driven surveillance, capitalising on India's 
large and diverse patient population to improve safety outcomes. 

Conclusion: AI technologies hold significant promise for advancing safety surveillance in India and other LMICs. Successful 
implementation will require robust AI platforms, clear validation standards, sustained infrastructure investment, and workforce 
development. Emerging technologies, including blockchain-based data integrity, federated learning for privacy-preserving analytics, 
and precision pharmacovigilance, represent key areas for future development.  

Keywords: Artificial intelligence; Pharmacovigilance; Drug repurposing; Materiovigilance; Biovigilance; Indian healthcare systems. 

 
INTRODUCTION 

ealthcare safety surveillance has evolved 
substantially over the past two decades, yet 
persistent challenges in responsiveness, efficiency, 

and comprehensiveness remain. Pharmacovigilance, the 
science of monitoring adverse drug reactions (ADRs), has 
historically relied on passive reporting systems established 
in the 1960s 1. Traditional methods capture only a fraction 
of adverse events occurring in clinical practice. Estimates 
indicate that spontaneous reporting systems detect merely 
1–10% of serious ADRs and approximately 0.3% of mild-to-
moderate events 2,3. Contemporary healthcare safety 
surveillance now encompasses not only pharmacological 
agents but also medical devices, blood products, biological 
therapies, and organ transplantation. 

The World Health Organisation (WHO) estimates that 
medication errors and adverse drug reactions contribute to 
approximately 1.5 million preventable deaths annually 
worldwide. In resource-limited settings, the health burden 
is amplified by inadequate surveillance infrastructure, 
prevalence of counterfeit medicines, and constrained 
health system capacity. India, as the world's leading 
pharmaceutical manufacturer, supplies approximately 50% 

of global vaccines and 80% of antiretroviral drugs. Despite 
this substantial contribution, India's pharmacovigilance 
infrastructure remains underdeveloped relative to its 
pharmaceutical output. 

Traditional pharmacovigilance systems confront multiple 
interconnected challenges 4: (1) persistent underreporting 
due to limited awareness among healthcare professionals 
and insufficient reporting incentives; (2) delayed signal 
detection resulting from manual data processing and 
literature review; (3) inadequate generation of real-world 
evidence from electronic health records (EHRs) and claims 
data; (4) fragmentation across vigilance domains 
(pharmaceuticals, medical devices, biological products); (5) 
poor data interoperability between healthcare institutions 
and regulatory bodies; and (6) insufficient capacity in 
resource-limited settings. 

Artificial intelligence, encompassing machine learning (ML) 
and natural language processing (NLP), offers 
transformative potential to address these systemic 
limitations 5. Recent advances have demonstrated 
capabilities to: (1) automate signal detection from 
heterogeneous data sources; (2) process unstructured 
clinical text at scale; (3) identify latent safety signals not 
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detectable through conventional methods; (4) enable near-
real-time drug safety monitoring; and (5) support clinical 
decision-making through predictive analytics. 

AI applications are expanding beyond traditional 
pharmacovigilance into drug repurposing, which identifies 
new therapeutic indications for existing pharmaceuticals. 
This process has been substantially accelerated by AI-driven 
target identification and molecular docking. The COVID-19 
pandemic demonstrated the utility of AI platforms in rapidly 
identifying candidate therapies such as baricitinib and 
remdesivir 6. Materiovigilance, historically understudied, is 
increasingly enhanced by AI-enabled remote monitoring 
and predictive maintenance algorithms. Similarly, 
biovigilance and hemovigilance systems are advancing 
toward automated donor-recipient matching and infection 
surveillance through ML approaches. 

India occupies a distinctive position in the global 
pharmacovigilance landscape. The Pharmacovigilance 
Programme of India (PvPI), established in 2010 and 
coordinated by the Indian Pharmacopoeia Commission (IPC) 
in collaboration with the Central Drugs Standard Control 
Organisation (CDSCO), has expanded to include 1,120 
Adverse Drug Reaction Monitoring Centres (AMCs) 
nationwide. The National Coordination Centre (NCC) at IPC 
serves as the central hub for collecting, collating, and 
analysing ADR data from AMCs, pharmaceutical industries, 
and public health programmes. AMCs forward individual 
case safety reports (ICSRs) to the NCC through VigiFlow, a 
web-based tool developed by the Uppsala Monitoring 
Centre (UMC), after which the data are uploaded to 
VigiBase, the WHO global database. The PvPI has achieved 
recognition as a WHO Collaborating Centre for 
Pharmacovigilance in Public Health Programmes and 
Regulatory Services. Despite these achievements, 
underreporting persists, EHR integration remains limited, 
and advanced data analytics capacity is still nascent. Similar 
constraints affect the Materiovigilance Programme of India 
(MvPI, launched in 2015) and the Hemovigilance 
Programme of India (HvPI, initiated in 2012), both of which 
face funding limitations and inadequate digital 
infrastructure. 

The Ayushman Bharat Digital Mission (ABDM), launched in 
2021, represents a strategic opportunity to address these 
challenges by creating a unified digital health ecosystem. By 
September 2024, the ABDM had registered over 400 million 
citizens with digital health IDs and indexed over 150 million 
health records. If effectively leveraged, this infrastructure 
could substantially strengthen population-level safety 
surveillance across all vigilance domains. 

This review provides a comprehensive examination of AI 
applications in pharmacovigilance, drug repurposing, 
medical device safety, and biovigilance, with particular 
emphasis on the Indian regulatory context, the specific 
challenges LMICs face, and actionable pathways to build 
robust AI-enabled safety monitoring systems. 

1. Artificial Intelligence in Pharmacovigilance and Drug 
Repurposing 

1.1 Foundations of AI for Pharmacovigilance 

Artificial intelligence encompasses a broad set of 
computational techniques that enable machines to perform 
tasks typically requiring human intelligence. Within 
pharmacovigilance, AI subfields of particular relevance 
include machine learning (algorithms that improve through 
experience), deep learning (multi-layered neural networks 
capable of learning hierarchical representations) 7, natural 
language processing (computational processing of human 
language), and big data analytics (techniques for handling 
large-scale, heterogeneous datasets). 

The paradigm shift from rule-based systems to data-driven 
AI approaches has been catalysed by several factors: the 
exponential growth in healthcare data, including EHRs, 
claims databases, and social media; advances in 
computational power, particularly graphics processing units 
(GPUs); the development of sophisticated ML architectures 
such as transformers and graph neural networks; and the 
increasing availability of open-source frameworks and pre-
trained models 8. These developments have enabled AI 
systems to identify complex, non-linear patterns in 
pharmacovigilance data that conventional statistical 
methods would likely miss. However, the adoption of AI in 
pharmacovigilance must be accompanied by rigorous 
validation, interpretability assessment, and consideration of 
ethical implications 9. 

1.2 Artificial Intelligence in Pharmacovigilance 

Pharmacovigilance has historically relied on voluntary 
reporting by healthcare professionals and patients, 
supplemented by periodic safety update reports and 
conventional statistical tools such as proportional reporting 
ratios (PRRs) and reporting odds ratios (RORs) 10. This 
traditional approach is associated with several well-
documented limitations: substantial underreporting of 
adverse events, long delays between incident occurrence 
and official documentation, frequent omission of critical 
clinical details in reports, and limited sensitivity of standard 
statistical methods to detect subtle safety signals, 
particularly within specific patient subgroups. 

AI offers increasingly effective solutions to these challenges 
across multiple domains: 

1. Machine Learning-Based Signal Detection: Gradient 
boosting algorithms (XGBoost, LightGBM) and deep learning 
models have demonstrated superior performance in 
identifying unexpected drug-event associations compared 
with traditional disproportionality methods 11. Random 
forest models have proven particularly effective for 
handling high-dimensional, heterogeneous adverse event 
datasets with categorical variables. Support vector 
machines (SVMs) with kernel functions excel in detecting 
rare events, making them suitable for orphan drug safety 
monitoring. 
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2. Natural Language Processing: NLP tools can process 
unstructured clinical text—including physician notes, 
discharge summaries, and admission records—to extract 
ADR-related information, substantially reducing the manual 
burden of case processing 12. Named entity recognition 
(NER) algorithms identify drug names, adverse events, and 
patient demographics from clinical narratives, with 
transformer-based models such as BERT achieving over 95% 
accuracy 13. Relation extraction systems automatically 
construct drug-event pairs from clinical text, often enriched 
through knowledge graph integration. 

3. Automated MedDRA Coding: The standardised 
classification of adverse events using the Medical Dictionary 
for Regulatory Activities (MedDRA), a labour-intensive 
process, can now be automated with over 90% exact-match 
accuracy and approximately 95% overall accuracy 14. 

4. Real-World Evidence Mining: AI systems can 
systematically search EHRs, insurance claims databases, and 
registry data to identify safety patterns that might 
otherwise remain undetected 15,16. During the COVID-19 
pandemic, NLP-based analysis of social media and search 
queries provided early safety signals for emerging 
therapies17. 

5. Literature Surveillance: AI-assisted systematic review and 
literature mining enhance the efficiency of identifying 
relevant safety information from the rapidly expanding 
biomedical literature 18. 

6. Causality Assessment: ML models can identify 
relationships between drug exposure and adverse 
outcomes, supporting standardised causality assessment 19. 

India's contribution to VigiBase—which now contains over 
40 million individual case safety reports from more than 160 
countries 20—has grown substantially, with PvPI having 
accumulated over 894,000 ICSRs as of September 2024. 
However, significant potential remains for leveraging AI 
within national programmes such as PvPI to enhance signal 
detection, automate case processing, and improve 
population-level surveillance. 

1.3 Artificial Intelligence in Drug Repurposing 

Drug repurposing—the identification of new therapeutic 
indications for approved drugs—offers advantages over de 
novo drug development, including reduced development 
timelines, established safety profiles, and lower costs. 
Traditional repurposing has relied on serendipitous clinical 
observations and mechanism-based hypotheses, which are 
inherently slow and resource-intensive. AI-driven 
approaches have fundamentally accelerated this process 
through multiple complementary strategies 21,22. 

Computational target identification and molecular docking 
constitute the first major AI-enabled approaches. AI-
powered bioinformatics platforms can identify novel drug-
target interactions and reveal unexpected connections 
between medications and disease pathways. For instance, 
metformin, a first-line treatment for type 2 diabetes, has 
been investigated for potential applications in cancer 

prevention and age-related disorders through AI-driven 
analysis of its molecular targets and downstream signalling 
effects 23. Deep learning-based docking algorithms can 
screen millions of compound-target pairs in silico, 
substantially reducing the time and cost of experimental 
screening. 

Knowledge graphs and graph neural networks (GNNs) 
represent a transformative advance in computational drug 
repurposing. Biomedical knowledge graphs integrate 
diverse data types—including genes, proteins, drugs, 
diseases, pathways, and side effects—into unified, machine-
readable representations. GNNs operate directly on these 
graph structures, learning low-dimensional embeddings of 
nodes (e.g., drugs, diseases) and edges (e.g., drug-target 
interactions, disease-gene associations) through message-
passing frameworks 24. This enables computational 
reasoning for drug repurposing by propagating information 
across the graph topology. For example, GNN-based link 
prediction can identify previously unknown drug-disease 
associations by leveraging the network neighbourhood of a 
given drug. Recent studies have demonstrated the utility of 
heterogeneous graph transformers and relational graph 
convolutional networks in predicting drug repurposing 
candidates for complex diseases, outperforming traditional 
matrix factorisation and kernel-based methods. 

Network pharmacology extends the graph-based approach 
by systematically analysing the multi-target effects of drugs 
within the context of biological networks. Unlike the 
conventional "one drug, one target" paradigm, network 
pharmacology recognises that therapeutic efficacy often 
arises from modulation of multiple nodes within disease-
associated networks. AI-enhanced network pharmacology 
methods integrate transcriptomic, proteomic, and 
interactomic data to identify optimal intervention points, 
predict polypharmacological effects, and anticipate 
potential adverse events 25. The COVID-19 pandemic 
provided a compelling demonstration of these approaches: 
AI platforms integrating genomic, proteomic, and clinical 
data rapidly identified baricitinib as a candidate treatment 
by matching its anti-inflammatory mechanism with the 
immune dysregulation profiles observed in severe COVID-19 
26. Similarly, network-based proximity analyses in human 
interactomes enabled the systematic identification of 
repurposable drugs for SARS-CoV-2. 

Real-world evidence analysis constitutes another major AI-
enabled repurposing strategy. ML analysis of EHRs and 
insurance claims data can reveal unexpected drug-disease 
associations by systematically comparing outcomes across 
large patient populations 27. Pharmacovigilance databases 
themselves serve as valuable resources for repurposing 
discovery: unexpected beneficial effects reported as ADRs 
in one context may signal therapeutic potential in another. 
Advanced pharmacovigilance analytics integrating VigiBase 
data with biomedical knowledge graphs could 
systematically identify such repurposing opportunities. 

The convergence of these AI approaches has substantially 
accelerated the drug repurposing pipeline. During the 
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COVID-19 pandemic, AI-driven platforms rapidly identified 
multiple candidate therapies, including remdesivir 
(originally developed for Ebola), baricitinib (a JAK inhibitor 
for rheumatoid arthritis), and interferon beta, several of 
which were validated through clinical trials 28,29. The success 
of these efforts has catalysed broader adoption of AI for 
drug repurposing across therapeutic areas, including 
oncology, neurodegenerative disorders, and rare diseases. 

1.4 Artificial Intelligence in Materiovigilance 

Materiovigilance encompasses the monitoring of adverse 
events associated with medical devices, ranging from simple 
consumables such as gauze to complex active implantable 
devices, including cardiac pacemakers and 
neurostimulators. Unlike pharmaceuticals, medical devices 
exhibit inherent manufacturing variability and are subject to 
wear, software degradation, and user-dependent 
performance factors, necessitating robust post-market 
surveillance 30. 

The Materiovigilance Programme of India (MvPI), 
coordinated by the IPC in collaboration with the Sree Chitra 
Tirunal Institute for Medical Sciences and Technology 
(SCTIMST), was launched in 2015 to monitor device-related 
adverse events. Despite this framework, the MvPI receives 
only 2,000–3,000 reports annually—substantially fewer 
than pharmaceutical ADR reports—owing to weak 
regulatory mandates, fragmented supply chains, limited 
healthcare provider awareness, inadequate reporting 
infrastructure, and the absence of formal reporting 
incentives. The WHO estimates that 10–20% of medical 
devices in low-resource settings may be counterfeit or 
substandard, yet the MvPI currently lacks the capacity for 
systematic authentication. 

AI offers multiple opportunities to strengthen 
materiovigilance: 

1. IoT-Enabled Real-Time Monitoring: Internet of Things 
(IoT) sensors embedded in medical devices can enable 
continuous performance monitoring and early detection of 
malfunctions. ML algorithms applied to sensor data streams 
can identify patterns preceding device failure, enabling 
proactive intervention 31. 

2. Predictive Maintenance: AI models that analyse device 
usage patterns, environmental factors, and historical failure 
data can predict maintenance requirements before device 
breakdown occurs, reducing patient risk and unplanned 
downtime 32. 

3. Image-Based Quality Assessment: Convolutional neural 
networks (CNNs) applied to radiological and photographic 
images can detect device abnormalities, manufacturing 
defects, or signs of wear that may compromise device safety 
33. 

4. Supply Chain Analytics: ML algorithms can identify 
patterns in device recalls, adverse event reports, and 
distribution data to detect counterfeit products and target 
supply chain interventions. 

To advance AI-enabled materiovigilance in India, the CDSCO 
should consider developing mandatory post-market 
surveillance requirements with AI-based analytics 
components, establishing IoT connectivity standards for 
high-risk devices, and creating a national device registry 
integrated with the ABDM infrastructure. 

1.5 Artificial Intelligence in Biovigilance and Hemovigilance 

Biovigilance monitors safety issues related to biological 
products, while hemovigilance specifically addresses 
adverse events associated with blood transfusion. The 
Hemovigilance Programme of India (HvPI), jointly 
administered with the Indian Academy of Paediatrics, 
constitutes India's principal biovigilance framework. Despite 
12–14 million blood units being collected annually in India, 
the HvPI receives only 500–800 transfusion-related adverse 
event reports per year, reflecting severe underreporting. 
This underreporting results from the absence of EHR 
integration, lack of structured reporting protocols, limited 
pathogen screening capacity, and inadequate staff training. 

India's immunisation programme, which covers 
approximately 130 million children annually, similarly 
suffers from insufficient adverse-event monitoring. The gap 
becomes particularly evident when new vaccines are 
introduced, as demonstrated during the recent rotavirus 
and pneumococcal vaccine roll-outs. 

AI has potential to transform both domains through several 
approaches: (1) automated blood bank information system 
integration for seamless adverse event capture 34; (2) 
predictive models for transfusion reactions based on donor-
recipient characteristics and clinical parameters; (3) ML-
optimised donor screening to identify high-risk donors and 
reduce transfusion-transmissible infections 35; (4) NLP-
based detection of vaccine adverse event signals from social 
media, EHRs, and public health surveillance data 36; and (5) 
real-time point-of-care monitoring of haematologic 
parameters using AI-enhanced analysers. 

2. AI Technologies Employed in Vigilance Systems 

2.1 Machine Learning Algorithms for Signal Detection 

Several ML algorithms have demonstrated effectiveness for 
safety signal detection: 

Random Forest: This ensemble method constructs multiple 
decision trees and aggregates their predictions. It 
demonstrates strong performance on heterogeneous, real-
world data containing categorical variables, making it well-
suited for adverse event datasets characterised by mixed 
data types and non-linear relationships 37. 

Support Vector Machines (SVMs): SVMs identify optimal 
decision boundaries in high-dimensional feature spaces 
using kernel functions. They are particularly effective for 
rare event detection, such as safety monitoring for orphan 
drugs or uncommon adverse events, where class imbalance 
is pronounced 38. 

Gradient Boosting (XGBoost, LightGBM, CatBoost): These 
algorithms iteratively build ensembles of weak learners, 
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each correcting the errors of its predecessors. They have 
demonstrated superior performance in drug-safety 
applications, particularly when training data are abundant 
and feature interactions are complex 39. 

Deep Learning (RNNs, Transformers): Recurrent neural 
networks (RNNs) and transformer architectures excel at 
processing sequential clinical data, including temporal 
patterns in adverse event occurrence and longitudinal 
patient records. However, their "black box" nature poses 
challenges for clinical deployment; explainability tools such 
as SHAP (SHapley Additive exPlanations) and LIME (Local 
Interpretable Model-Agnostic Explanations) are essential 
for building clinician trust 40. 

2.2 Natural Language Processing Applications 

NLP represents one of the most impactful AI technologies 
for pharmacovigilance, enabling large-scale processing of 
unstructured clinical text: 

Named Entity Recognition (NER): NER algorithms extract 
drug names, adverse events, dosages, and patient 
demographics from clinical narratives. Transformer-based 
models (e.g., BioBERT, ClinicalBERT) achieve over 95% 
accuracy on biomedical NER tasks. 

Relation Extraction: These systems identify semantic 
relationships between drugs and adverse events within text, 
automatically constructing drug-event pairs from clinical 
narratives and the biomedical literature. Knowledge graph 
integration enhances the contextual richness of extracted 
relations 41. 

Topic Modelling: Unsupervised methods such as Latent 
Dirichlet Allocation (LDA) can identify emerging topics in 
large collections of adverse event reports, facilitating 
hypothesis generation for novel safety signals 42. 

Sentiment and Stance Analysis: Applied to social media 
data, these techniques help distinguish genuine safety 
concerns from general discussion, improving signal quality 
from patient-reported sources 43. 

Automated MedDRA Coding: ML models for automated 
adverse event classification now achieve over 90% exact-
match rates and approximately 95% accuracy for broader 
category assignment 44. 

2.3 Big Data Analytics Infrastructure 

Effective AI deployment in pharmacovigilance requires a 
robust data infrastructure. EHR integration is essential for 
enabling analysis of prescribing patterns and patient 
outcomes while maintaining data protection 45. Insurance 
claims and billing databases provide complementary 
insights into drug utilisation and outcomes, even when 
detailed clinical data are unavailable 46. 

Real-world evidence platforms such as Synapse and Optum 
facilitate drug-outcome analyses but are often cost-
prohibitive for regulatory authorities in LMICs. Cloud 
computing provides a scalable infrastructure for handling 
large pharmacovigilance datasets. Federated learning offers 

a privacy-preserving alternative: ML models are trained 
across decentralised data sources without centralising 
sensitive patient information, making it particularly suitable 
for the ABDM ecosystem where data sovereignty is 
paramount 47. 

2.4 Generative AI and Large Language Models 

Generative AI, particularly large language models (LLMs), 
represents an emerging frontier for pharmacovigilance: 

Automated Case Narratives: LLMs can generate concise, 
standardised case summaries from clinical data, reducing 
the documentation burden. However, human oversight 
remains essential to address potential inaccuracies. 

Safety Report Drafting: LLMs assist in creating safety reports 
and SUSAR (Suspected Unexpected Serious Adverse 
Reaction) narratives, with studies reporting a 30–50% 
reduction in documentation time 48. 

Risk Communication: LLMs can tailor pharmacovigilance 
findings for diverse audiences—healthcare professionals, 
regulators, and patients—while maintaining accuracy. 

Critical Limitations: LLMs are susceptible to generating 
inaccurate information, or "hallucinations." A study 
evaluating GPT-4's pharmacological knowledge found errors 
in 15–20% of drug-related details. Accordingly, LLM use in 
pharmacovigilance should be restricted to drafting support, 
with all outputs requiring expert human review before use 
in regulatory or clinical contexts. 

3. Indian Perspective: Current Systems, Challenges, and 
Opportunities 

3.1 Pharmacovigilance Programme of India (PvPI) 

Established in July 2010 by the Ministry of Health and Family 
Welfare, the PvPI operates through a nationwide network 
coordinated by the NCC at the IPC in Ghaziabad. The 
programme has expanded from 22 AMCs in 2010 to 1,120 
AMCs as of 2025, encompassing government, private, and 
corporate hospitals, as well as district and primary health 
centres across all states and union territories. 

PvPI Workflow and Reporting Architecture: The 
standardised reporting workflow proceeds as follows: (1) 
suspected ADRs are identified by healthcare professionals 
or consumers at the point of care; (2) reports are 
documented using standardised Suspected ADR Reporting 
Forms, available in English and regional languages; (3) 
reports are submitted to the nearest AMC, where 
Pharmacovigilance Associates (PVAs) perform initial 
validation, duplicate detection, and causality assessment 
using WHO-UMC criteria; (4) validated ICSRs are entered 
into VigiFlow, the web-based ICSR management system 
provided by the UMC; (5) NCC-PvPI performs quality review, 
medical coding using MedDRA, and signal detection; (6) 
quality-checked ICSRs are uploaded to VigiBase, the WHO 
global database; and (7) identified signals are 
communicated to the CDSCO for potential regulatory action, 
including safety alerts, label changes, and prescribing 
information updates. As of September 2024, the NCC-PvPI 
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has issued 169 drug safety alerts and recommended 
multiple changes to prescribing information leaflets (PILs). 

Despite this structured framework, the PvPI receives 
approximately 15,000–16,000 ICSRs per month (based on 
January 2025 data), equating to approximately 180,000–
200,000 reports annually. While this represents substantial 
growth from earlier years, it remains disproportionately low 
relative to India's population of over 1.4 billion. The 
estimated ADR reporting rate of 2–5% of serious events 49,50 
is attributable to poor awareness of pharmacovigilance 
among healthcare professionals, inadequate training, 
perceived reporting burden, lack of feedback to reporters, 
and absence of mandatory reporting requirements. Minimal 
EHR integration forces predominantly manual submissions, 
limiting both reporting volume and data completeness. 

Signal detection relies primarily on basic statistical methods 
with inconsistent application of ROR/PRR and no systematic 
incorporation of ML 51. 

AI offers targeted solutions: EHR-integrated automated 
reporting could increase detection by a projected 20–30%; 
ML-enhanced signal detection could identify subtle safety 
signals currently missed; NLP-driven case processing could 
reduce manual workload and accelerate reporting 
timelines; and ABDM integration could enable population-
level surveillance with unprecedented coverage. 

Table 1 provides the comparative analysis of 
pharmacovigilance maturity and AI implementation across 
global regions, contextualising India's position within the 
international landscape. 

Table 1: Comparative Pharmacovigilance Maturity and AI Implementation Across Global Regions. 

Parameter United States European Union China India 

Primary Regulatory 
Body 

FDA (CDER, CBER) EMA, National 
Regulators 

NMPA (CFDA) CDSCO, IPC 

Annual ADR Reports >1,000,000 >500,000 ~100,000 ~180,000–200,000 

Healthcare Facility 
Participation 

>5,000 facilities >3,000 facilities ~2,000 facilities ~1,120 centres 

EHR Integration Extensive, ~80% 
hospitals 

Widespread; varies by 
country 

Emerging, ~30% major 
hospitals 

Limited; <10% 
facilities 

AI/ML 
Implementation 

Mature; operational 
signal detection 

Advanced, integrated 
analytics 

Emerging pilot 
programs 

Minimal; no 
operational systems 

Signal Detection 
Methodology 

ROR, PRR, ML 
algorithms, NLP 

Statistical + emerging 
ML 

Statistical methods 
advancing 

Primarily manual 
review 

Est. Reporting Rate 
(serious events) 

~20–30% ~15–25% ~5–10% ~2–5% 

Regulatory Guidance 
on AI 

Emerging (SaMD 
guidance) 

In development In development Absent 

Digital Health 
Infrastructure 

Mature; widespread 
adoption 

Advanced; country-
dependent 

Developing, rapid 
growth 

Emerging (ABDM 
platform) 

ADR: adverse drug reaction; ROR: reporting odds ratio; PRR: proportional reporting ratio; ML: machine learning; NLP: natural language processing; CDSCO: 
Central Drugs Standard Control Organisation; IPC: Indian Pharmacopoeia Commission; EMA: European Medicines Agency; FDA: Food and Drug 
Administration; NMPA: National Medical Products Administration; ABDM: Ayushman Bharat Digital Mission. 

The comparative analysis reveals several key patterns. 
Pharmacovigilance infrastructure correlates strongly with 
economic development and the maturity of the healthcare 
system. AI implementation is most advanced in developed 
nations with mature EHR systems and high reporting 
volumes. LMICs such as India face structural challenges, 
including limited digital infrastructure and substantial 
underreporting, despite high disease burdens. Global 
regulatory frameworks for AI validation remain under 
development, with India notably lacking specific guidance. 
Geographic disparities in reporting rates contribute to the 
underrepresentation of LMIC populations in global adverse 
event databases. 

3.2 Materiovigilance Programme of India (MvPI) 

Launched in 2015 and coordinated by the IPC in 
collaboration with SCTIMST, the MvPI collects voluntary 
medical device safety reports. However, it receives only 
2,000–3,000 reports annually, substantially fewer than 
pharmaceutical ADR reports. This gap is attributable to 
weak regulatory mandates, fragmented supply chains, 
limited healthcare provider awareness, inadequate 
infrastructure, and the absence of formal reporting 
incentives. Counterfeiting compounds the challenge, with 
the WHO estimating that 10–20% of medical devices in low-
resource settings may be substandard or counterfeit; the 
MvPI currently lacks the capacity for systematic 
authentication. Underdeveloped CDSCO regulatory 
oversight and the absence of mandatory post-market 
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surveillance leave many device-related adverse events 
unrecorded. 

AI integration presents significant opportunities: IoT-based 
real-time monitoring of high-risk devices, image-based 
quality assessment to detect manufacturing defects, ML-
driven supply chain analytics to identify patterns of 
counterfeit distribution, and predictive maintenance 
algorithms to anticipate device failures before they occur. 

3.3 Hemovigilance and Biovigilance in India 

The HvPI, jointly administered with the Indian Academy of 
Paediatrics, is India's principal biovigilance framework. 
Despite collecting 12–14 million blood units annually, the 
HvPI receives only 500–800 transfusion-related adverse 
event reports per year, reflecting severe underreporting 
attributable to absent EHR integration, lack of structured 
reporting protocols, limited pathogen-screening capacity, 
and inadequate staff training. India's immunisation 
programme, reaching approximately 130 million children 
annually, similarly faces insufficient adverse event 
monitoring, a gap highlighted by recent rotavirus and 
pneumococcal vaccine introductions. 

AI can improve both domains through: (1) automated blood 
bank information system integration for seamless adverse 
event capture; (2) predictive models for transfusion 
reactions and donor-recipient matching 52; (3) ML-optimised 
donor screening to reduce transfusion-transmissible 
infections; (4) NLP-based detection of vaccine adverse event 
signals from social media, EHRs, and public health 
surveillance data; and (5) real-time point-of-care monitoring 
of haematologic parameters using AI-enhanced analysers. 

3.4 Ayushman Bharat Digital Mission (ABDM) as Strategic 
Platform 

Launched in 2021, the ABDM aims to create a unified digital 
health ecosystem through the establishment of Ayushman 
Bharat Health Accounts (ABHA), the standardisation of 
health records via the Health Data Management Policy, and 
enabling of secure cross-institutional data sharing. By 
September 2024, the ABDM had registered over 400 million 
citizens with ABHA (digital health IDs) and indexed over 150 
million health records. This unprecedented scale creates an 
unparalleled opportunity for population-level safety 
surveillance. 

Strategic Integration Opportunity: The ABDM provides a 
foundational infrastructure for an integrated, AI-enabled 
pharmacovigilance, materiovigilance, and biovigilance 
system. Key benefits include: (1) automated data capture 
through integration with hospital information systems, 
eliminating manual reporting; (2) population-level analysis 
enabling identification of adverse events across 
demographically diverse populations through linked 
longitudinal health records; (3) real-time surveillance 
allowing immediate detection of emerging signals via data 
streaming from healthcare providers; and (4) consent-based 
research access to anonymised adverse event data. 

Implementation Challenges: The ABDM currently prioritises 
patient access and interoperability over safety surveillance. 
Targeted adaptations required include: (1) establishment of 
standardised adverse event data fields within ABDM 
schema; (2) clarification of governance roles for safety 
surveillance across the CDSCO, IPC, and National Health 
Authority; (3) enhanced data security protocols for real-
time surveillance data streams; and (4) legal provisions 
enabling safety surveillance without individual consent 
under data protection laws, balanced with robust privacy 
safeguards. 

3.5 Critical Challenges to AI Implementation in India 

India faces several substantial challenges in implementing AI 
for pharmacovigilance: 

Digital Infrastructure: A significant proportion of hospitals 
and clinics lack reliable EHR systems, hindering automated 
capture of adverse events. Healthcare IT spending in India 
remains below 1% of healthcare expenditure, compared 
with 5–10% in high-income countries. 

Workforce Capacity: There is a pronounced shortage of 
professionals with combined clinical and AI expertise. 
Medical and pharmacy curricula have not yet incorporated 
pharmacovigilance informatics or AI fundamentals, 
perpetuating the skills gap. Very few healthcare 
professionals have training bridging clinical practice and 
data science. 

Regulatory Gaps: The CDSCO has not issued specific 
guidance for AI tool validation or accountability in 
pharmacovigilance contexts. This regulatory vacuum 
creates uncertainty for technology developers and adopting 
institutions alike. 

Financial Constraints: Pharmacovigilance programmes in 
LMICs operate with limited budgets. The cost of AI 
infrastructure, including computational resources, software 
licensing, and specialised personnel, presents a substantial 
barrier. 

Algorithmic Bias: A significant concern is that AI models 
trained predominantly on data from Western populations 
may underperform for Indian patients, who differ in genetic 
ancestry, dietary patterns, lifestyle factors, and disease 
epidemiology. Without rigorous local validation, these tools 
risk producing inaccurate or inequitable results 53. 

4. Regulatory and Ethical Considerations for AI in 
Pharmacovigilance 

The integration of AI into safety monitoring raises critical 
questions regarding validation, explainability, 
accountability, and equitable application. 

4.1 Global Regulatory Frameworks 

Regulatory frameworks for AI in pharmacovigilance remain 
in their early stages globally. The WHO has articulated broad 
principles encompassing transparency, accountability, and 
equity. The US FDA has issued guidance on AI/ML-based 
software as a medical device (SaMD), and the EMA has 
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begun exploring AI in select monitoring activities. However, 
detailed, pharmacovigilance-specific AI regulations remain 
absent in most jurisdictions. 

4.2 CDSCO Regulatory Framework and AI 

In India, the CDSCO currently provides no specific guidance 
on AI in pharmacovigilance. Pharmaceutical manufacturers 
are expected to maintain pharmacovigilance systems under 
existing regulations, but there are no provisions addressing 
modern AI approaches. This regulatory gap creates 
uncertainty for stakeholders. Experts recommend that the 
CDSCO develop guidance addressing several key areas: 

1. Algorithm Validation: Utilisation of independent datasets 
and cross-validation methods with defined performance 
metrics benchmarked against manual expert review. 2. 
Explainability: Documentation requirements for how 
algorithms reach conclusions, including feature importance 
analysis. 3. Data Quality: Standards for completeness, 
accuracy, timeliness, and representativeness of training 
data. 4. Bias Assessment: Evaluation of algorithm 
performance across relevant population subgroups defined 
by age, gender, geographic region, and socioeconomic 
status. 5. Accountability: Clear allocation of responsibilities 
when AI systems inform regulatory decisions. 6. Transition 
Pathways: Provisions for concurrent operation of traditional 
and AI-based systems during initial implementation phases. 

4.3 Explainability and Transparency in AI-Driven 
Surveillance 

A central tension in the deployment of clinical AI lies 
between predictive accuracy and interpretability 54. Deep 
learning models achieve high predictive performance but 
operate as "black boxes," limiting clinicians' understanding 
of their outputs. In safety-critical pharmacovigilance, 
explainability is often appropriately prioritised over raw 
accuracy. Several explainability methods address this 
challenge: SHAP (SHapley Additive exPlanations) provides 
unified feature attribution based on cooperative game 
theory; LIME (Local Interpretable Model-Agnostic 
Explanations) generates local approximations of model 
decisions; and attention mechanisms highlight input 
features most influential to transformer-based model 
predictions. However, these methods add computational 
overhead and require validation themselves 55. 

4.4 Bias, Fairness, and Equity in AI Systems 

Algorithmic bias—systematic errors associated with specific 
population subgroups—represents a critical concern for 
pharmacovigilance AI systems 56,57. Bias may arise from 
historical disparities in healthcare data, 
underrepresentation of certain populations in research, and 
structural inequities in healthcare access. In 
pharmacovigilance, algorithms trained on data from 
developed countries may underperform in LMICs due to 
differences in disease prevalence, genetic variation, 
healthcare-seeking behaviours, and data completeness. 

To promote equitable AI deployment, several strategies are 
recommended: (1) intentional inclusion of LMIC populations 

in training data; (2) rigorous performance evaluation across 
demographic subgroups; (3) robustness analysis with 
systematically missing data patterns; (4) establishment of 
minimum performance standards for all population 
subgroups; and (5) transparent reporting of model 
limitations and known performance disparities. 

4.5 Data Privacy and Security 

Pharmacovigilance inherently involves sensitive personal 
health information. Centralised databases facilitate 
population-level pattern detection but increase the risk of 
data breaches. Federated learning offers a promising 
alternative: ML models are trained locally at individual 
institutions, and only aggregated model updates—never 
patient-level data—are shared centrally. This approach 
aligns well with the ABDM's architecture and India's data 
protection framework 47. Additional privacy-preserving 
techniques, such as differential privacy and homomorphic 
encryption, can provide supplementary protection, though 
they may entail modest accuracy trade-offs. Clear consent 
frameworks are needed for AI-enabled pharmacovigilance, 
distinguishing between primary use (clinical care) and 
secondary use (population surveillance and research) 58. 

5. Global Comparative Analysis: Pharmacovigilance 
Maturity Across Regions 

Understanding India's position within the global 
pharmacovigilance landscape requires a comparative 
analysis of maturity, infrastructure, and AI implementation 
across regions. The comparative analysis in Table 1 reveals 
the following key patterns: (1) pharmacovigilance 
infrastructure correlates strongly with economic 
development and healthcare system maturity; (2) AI 
implementation is most advanced in developed nations with 
mature EHR systems and high reporting volumes; (3) LMICs 
such as India face structural challenges including limited 
digital infrastructure and substantial underreporting 
despite high disease burdens; (4) global regulatory 
frameworks for AI validation remain under development, 
with India notably lacking specific guidance; and (5) 
geographic disparities in reporting rates contribute to 
underrepresentation of LMIC populations in global adverse 
event databases such as VigiBase, where over 80% of 
reports originate from high-income countries 20. 

6. Future Directions and Emerging Technologies 

India's Roadmap to AI-Enabled Pharmacovigilance: To 
establish a mature, AI-enabled safety surveillance system, a 
coordinated national roadmap is essential. Key strategic 
priorities across three phases are outlined in Table 2. 

Emerging technologies poised to shape the next generation 
of pharmacovigilance include: 

Blockchain for Data Integrity: Distributed ledger technology 
can provide tamper-evident logging of adverse event 
reports, enhancing trust in pharmacovigilance data 59. 

Precision Pharmacovigilance: Integration of 
pharmacogenomic, metabolomic, and proteomic data with 
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clinical outcomes, analysed through ML, could enable 
individualised risk prediction for ADRs 57. This approach is 
particularly relevant for India's genetically diverse 
population. 

Multimodal AI Integration: Combining structured clinical 
data, unstructured text, medical imaging, and wearable 
device data for comprehensive safety assessment. 

Human-in-the-Loop Systems: Hybrid approaches that 
combine AI efficiency with clinical expertise for signal 

validation, maintaining human oversight while maximising 
automation benefits. 

Explainable AI Platforms: Development of 
pharmacovigilance-specific interpretability tools that 
provide clinically meaningful explanations for model 
predictions, thereby fostering clinician trust and regulatory 
acceptance. 

Table 2: Strategic Roadmap for AI Integration in Indian Pharmacovigilance. 

Phase Focus Area Key Objectives 

Phase 1  Regulatory 
Framework 
Development 

Develop explicit CDSCO guidance on AI validation, explainability, bias assessment, and accountability; 
conduct pilot projects integrating PvPI with hospital information systems; establish baseline performance 
metrics for AI-based signal detection. 

Phase 2  Infrastructure 
and Proof-of-
Concept 

Establish dedicated AI/ML teams at NCC-PvPI; develop and validate baseline ML models for signal 
detection on Indian datasets; integrate teaching hospitals and AMCs with ABDM; implement data 
governance frameworks; train healthcare professionals in pharmacovigilance informatics. 

Phase 3 Scaling and 
National 
Integration 

Expand EHR integration to private hospitals and secondary care facilities; deploy operational ML-based 
signal detection across all AMCs; integrate PvPI, MvPI, and HvPI into a unified AI-enabled surveillance 
platform; foster international collaboration and benchmarking; develop an India-specific safety database 
with integrated AI analytics. 

 
7. Identified Research Gaps and Knowledge Deficits 

Despite growing interest in AI for pharmacovigilance, 
several critical knowledge gaps persist, particularly in the 
context of India and other LMICs: 

First, Indian pharmacovigilance datasets remain limited in 
size and diversity relative to those from high-income 
countries. While PvPI has accumulated over 894,000 ICSRs, 
the majority originate from academic medical centres. 
Development of robust ML models requires larger, more 
representative datasets that include primary care, rural, and 
private healthcare settings. 

Second, most validation studies of AI-based signal-detection 
algorithms rely on datasets from developed countries 
(primarily the FDA's FAERS and the EU's EudraVigilance). 
The transferability of these algorithms to Indian and other 
LMIC settings remains inadequately characterised, raising 
concerns about performance degradation due to 
differences in population genetics, prescribing practices, 
and data quality. 

Third, AI applications in materiovigilance remain 
substantially underexplored. Predictive maintenance for 
specific device categories, IoT-based surveillance 
architectures, and counterfeit detection systems require 
dedicated research attention, particularly for devices used 
in resource-limited settings. 

Fourth, biovigilance research lags behind 
pharmacovigilance in AI adoption. Detection of vaccine 
adverse events, transfusion reactions, and transplant 
complications continues to rely predominantly on manual 
methods. Studies evaluating ML approaches in these 
domains, especially in resource-constrained environments, 
are urgently needed. 

Fifth, while NLP-based social media monitoring has been 
studied in high-income countries, validation work specific to 
the Indian context is minimal. Future research should 
examine the sensitivity and specificity of these methods 
across Indian languages, along with the demographic and 
cultural factors that influence social media discussion of 
adverse events. 

Sixth, federated learning, while promising for healthcare AI 
generally, has seen limited application in pharmacovigilance 
specifically. Research is needed on optimal model 
architectures, privacy-performance trade-offs, and 
governance structures for multi-stakeholder collaboration 
within the ABDM framework. 

Seventh, pharmacovigilance-specific explainability 
techniques require development. General-purpose 
interpretability tools may not adequately capture the 
domain-specific reasoning required for clinical 
pharmacovigilance decision-making. 

Finally, a systematic assessment of bias in LMIC contexts is 
critically needed. Research should evaluate the 
performance of ML signal detection algorithms across 
India's diverse demographic groups—considering age, 
gender, geographic region, socioeconomic status, and 
urban versus rural healthcare settings—to identify and 
mitigate potential disparities. 

8. Challenges and Proposed Solutions: A Synthesised 
Framework 

Table 3 presents a comprehensive framework mapping key 
challenges to actionable solutions for AI implementation in 
Indian pharmacovigilance and related vigilance systems. 
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Table 3: Key Challenges and Proposed Solutions Framework for AI Implementation in Indian Pharmacovigilance and Related 
Vigilance Systems. 

Challenge Category Specific Challenges Proposed Solutions 

Digital Infrastructure • Limited EHR adoption 

• Rural healthcare unconnected 

• Priority funding for hospital information systems 
• ABDM acceleration 
• Cloud-based infrastructure 

Data Governance • Privacy concerns 

• Data protection ambiguity 

• Multiple stakeholders 

• Comprehensive data governance framework 
• Federated learning approaches 
• Clear consent mechanisms 

Workforce Capacity • Limited AI/ML expertise 
• Inadequate pharmacovigilance training 

• AI/ML training programmes 
• Interdisciplinary collaboration 
• Career development pathways 

Regulatory Framework • Absent AI guidance 
• Unclear validation standards 
• Accountability gaps 

• CDSCO guidance development 
• International harmonisation 
• Pilot programme evaluation 

Financial Resources • Limited budgets 
• Competing priorities 
• Cost of AI infrastructure 

• Dedicated government funding 
• International donor support 
• Cost-sharing partnerships 

Underreporting • Low awareness 
• No incentives 
• Lack of feedback 

• Automated EHR-based case detection 
• Feedback mechanisms 
• Professional incentives 

Algorithmic Bias • Training data imbalance 
• LMIC underrepresentation 
• Validation gaps 

• India-specific datasets 
• Cross-validation across populations 
• Transparent bias reporting 

System Fragmentation • Separate PV/MV/BV systems 
• No integration 

• Unified governance 
• Integrated platform development 
• Coordinated oversight 

 
CONCLUSION 

Artificial intelligence and machine learning hold significant 
potential to transform pharmacovigilance, drug 
repurposing, materiovigilance, and biovigilance in India and 
other LMICs. Current systems, constrained by 
underreporting, delayed signal detection, fragmented 
infrastructure, and limited analytical capacity, stand to 
benefit substantially from the integration of AI capabilities 
across the surveillance workflow. 

The Ayushman Bharat Digital Mission, with its ambitious 
goal of creating digital health identities for over one billion 
citizens, represents a transformative opportunity. If 
strategically leveraged with AI-powered analytics, the 
ABDM could enable near-real-time, population-level safety 
surveillance at a scale unprecedented in LMIC settings. 
However, realising this potential requires coordinated 
action across several domains. 

Specific recommendations for advancing AI-enabled 
pharmacovigilance in India include: 

(1) Regulatory Modernisation: The CDSCO should issue 
comprehensive guidance on AI validation, explainability, 
bias assessment, and accountability within 18 months, 
drawing on international frameworks from the FDA, EMA, 
and WHO while adapting them to the Indian context. 

(2) Infrastructure Investment: The government should 
allocate dedicated funding for hospital information system 
adoption, ABDM integration with AMCs, and cloud-based AI 

infrastructure for pharmacovigilance, targeting at least 50% 
EHR coverage in AMC-affiliated hospitals by 2028. 

(3) Workforce Development: Pharmacy and medical 
curricula should incorporate pharmacovigilance informatics 
and AI fundamentals. IPC should establish a national 
pharmacovigilance AI fellowship programme to train 100 
specialists over five years. 

(4) Data Ecosystem: Creation of a high-quality, India-
specific, anonymised pharmacovigilance dataset with 
standardised formats suitable for ML research and 
validation, governed by clear data-sharing protocols and 
privacy safeguards. 

(5) Integrated Surveillance: Development of a unified, AI-
enabled national vigilance platform integrating PvPI, MvPI, 
and HvPI data streams with ABDM infrastructure, enabling 
cross-domain signal detection and coordinated regulatory 
response. 

(6) International Collaboration: Active participation in WHO 
pharmacovigilance AI working groups, technology transfer 
agreements with advanced pharmacovigilance systems, and 
contribution to global AI validation standards, ensuring 
LMIC representation. 

(7) Pilot Implementation: Launch of 5–10 AI-enabled 
pharmacovigilance pilot projects in high-volume AMCs, with 
rigorous evaluation of reporting rates, signal detection 
performance, cost-effectiveness, and clinician acceptance 
before national scale-up. 
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The pharmaceutical industry, which contributes 
substantially to India's economy and global health, stands to 
benefit from safer medicines and stronger monitoring 
systems that enhance public trust and regulatory efficiency. 
If India navigates this transition effectively, it has the 
potential not only to strengthen its own health safety 
infrastructure but also to establish a replicable model for AI-
enabled pharmacovigilance that other LMICs facing similar 
challenges can adapt to their contexts. The next five to 
seven years will be decisive in determining whether this 
potential is realised. 

Abbreviations 

Abbreviation Full Form 

ABDM Ayushman Bharat Digital Mission 

ABHA Ayushman Bharat Health Account 

ADR Adverse Drug Reaction 

AI Artificial Intelligence 

AMC ADR Monitoring Centre 

BERT Bidirectional Encoder Representations from 
Transformers 

CBER Centre for Biologics Evaluation and Research 

CDER Centre for Drug Evaluation and Research 

CDSCO Central Drugs Standard Control Organisation 

CNN Convolutional Neural Network 

EHR Electronic Health Record 

EMA European Medicines Agency 

FDA Food and Drug Administration 

GNN Graph Neural Network 

GPT Generative Pre-trained Transformer 

HvPI Hemovigilance Programme of India 

ICSR Individual Case Safety Report 

IoT Internet of Things 

IPC Indian Pharmacopoeia Commission 

LDA Latent Dirichlet Allocation 

LIME Local Interpretable Model-Agnostic 
Explanations 

LLM Large Language Model 

LMIC Low- and Middle-Income Country 

MedDRA Medical Dictionary for Regulatory Activities 

ML Machine Learning 

MvPI Materiovigilance Programme of India 

NCC National Coordination Centre 

NER Named Entity Recognition 

NLP Natural Language Processing 

NMPA National Medical Products Administration 
(China) 

PIL Prescribing Information Leaflet 

PRR Proportional Reporting Ratio 

PvPI Pharmacovigilance Programme of India 

RNN Recurrent Neural Network 

ROR Reporting Odds Ratio 

RWE Real-World Evidence 

SaMD Software as a Medical Device 

SCTIMST Sree Chitra Tirunal Institute for Medical 
Sciences and Technology 

SHAP SHapley Additive exPlanations 

SUSAR Suspected Unexpected Serious Adverse 
Reaction 

SVM Support Vector Machine 

TRALI Transfusion-Related Acute Lung Injury 

UMC Uppsala Monitoring Centre 

WHO World Health Organisation 
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